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U.S. Privacy Laws

-US FTC Section 5
-HIPAA
-CCPA/CPRA and regulations
  -Cybersecurity audits (annual independent audits for entities meeting threshold requirements)
  -Cyber risk assessments (formal risk assessments must be submitted for high-risk processing)
-Other states (comprehensive laws in 19 states)
-Washington My Health, My Data
  -Cookies/pixels and online tracking



US Cybersecurity Laws

-State and federal laws
   -HIPAA, FTC, BIOSECURE Act, state breach laws 
-US DOJ Rule 
-SEC requirements
-EU GDPR
-EU NIS2 and DORA  
-China CBDT and MLPS



Global Laws

-EU GDPR
-EU Cybersecurity 
  -NIS2 (Network & Info. Systems Directive)
  -CER (Critical Entities Resilience Directive)
  -DORA (Digital Operational Resilience Act, financial services)
-China CBDT and MLPS
-Brazilian General Data Protection Law (LGPD)



Conclusion and Q&A

Thank you!

-Practical tips for implementing compliance
  -Vendor onboarding/management
  -Contracts
  -Info sec controls

-Q&A


